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Abstract 

The purpose of this paper is to understand the application of public key infrastructure in E-

Business. The security of sensitive information transmitted and stored during online 

transaction is very essential for both organizations as well as the end customer. What 

obstacles, due to interoperability, could be faced while implementing the PKI solution has 

been discussed? The paper also contains some models for PKI interoperation along with 

some current important PKI Designs. 
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Introduction 

Organizations need a high level security when they want to execute business-sensitive 

application over the unsecure net such as internet. With the arrival of the internet and doing 

business in new ways, organizations facing market pressure to be present on the World Wide 

Web, security has become a main concern for CEOs and will always demand the highest level 

of security prior to enable their application such as banking and trade, web services, e-

commerce, enterprise instant messaging and much more.  Not only on the internet but inside 

the organizations where information that is available on interconnected computers may also 

need to be protected from unauthorized access. Employees within an organization are 

restricted to their respective areas of jobs. Public key provides such an infrastructure that 

protects the applications that demand the highest level of security. It also covers a number of 

other areas such as virtual private networks (VPNs), enterprise’s firewalls, directories and 

other enterprise applications and resources.  

The concept of PKI was first proposed in 1980s in the USA. KPI using public key concept 

provides information security services. Till now PKI is the best-practiced system to ensure the 

security over the network (internet). PKI binds user’s public key and other identification 

information such as name, date of birth and verifies the identification of the user on the 

network. Using digital certificates KPI provides confidentiality, integrity and non - 

repudiation of information transmitted over the unsecured network.  

Thus we can say that PKI is the foundation for providing application and network security in 

the multifaceted environments. Technically, PKI refers to the technology, infrastructure, and 

practices that support the implementation and operation of a certificate-based public key 

cryptographic system. This cryptographic system uses a pair of mathematically related keys, 

called a private key and a public key, to cipher and decipher confidential or private 

information and to generate and verify digital signatures. KPI using Digital signatures 

authenticate users and also machines prior to granting access to resources.  The main task of 

PKI is to distribute public keys accurately and reliably to users and applications that need 

them. The process employs digital certificates which are issued to users or applications by an 

enterprise certificate authority (CA). Issuance of a certificate requires verification of the 

user’s identity, usually by a registration authority (RA). 

 

As the name PKI suggests that there is a need of infrastructure or framework together with 

public key to provide information security. This infrastructure consists of a collection of 
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technical services along with non technical aspects such security policies of the organization, 

and business practices that can be used all together to provide for networked communications 

many of the legal and business capabilities that have long been assumed in the paper world.  

These are often summarized in five concepts … Authentication assures that the persons or 

resources involved in a networked communication have been identified correctly. 

Authorization assures that persons and systems have the proper permissions to perform the 

requested activities. Data integrity assures that the content has not been altered, either on 

purpose or by accident. Confidentiality assures that the content is available only to the 

intended audience. Non-repudiation assures that the signer of a message cannot later deny 

signing it. Together, these capabilities establish for networked communications the social and 

legal fabric provided by signatures, witnesses, the notary public, sealing wax, and other 

technologies in traditional communications. Such assurances are absolutely required in order 

to use the network for the full range of business communications. 

Originally, PKI was a generic term that meant a set of services that make use of public key 

cryptography as discussed in the previous paragraph. But PKI has been exploited in many 

applications or protocols, such as Secure Sockets Layer (SSL), Secure Multimedia Internet 

Mail Extensions (S/MIME), IP Security (IPSec), Secure Electronic Transactions (SET), and 

Pretty Good Privacy (PGP). On the other hand, X.509 V3 digital certificate exploitation 

within PKI has been one of the most desired standardization issues in e-commerce. Since 

1995, the Internet Engineering Task Force (IETF) PKIX working group started to fully 

involve X.509 V3 certificates into the PKI standards and make PKI worthy of practical use 

for critical business on the Internet. The IETF PKIX working group standard is generally 

considered to be most widely accepted. 

Public Key Infrastructures most commonly use a Certificate Authority to verify the identity of 

an entity and create unforgeable certificates. Web browsers, web servers, email clients, smart 

cards, and many other types of hardware and software all have integrated, standards-based 

PKI support that can be used with each other.  A PKI is only as valuable as the standards that 

are established for issuing certificates. 

The Core Components of PKI1,2 

A PKI system consists of a relevant number of the following components depending on the 

size and use of the PKI.  

• The End-Entities (EE) 

                                                                 
1
 IBM - Deploying a Public Key Infrastructure by Heinz Johner, Seiei Fujiwara, Amelia Sm Yeung, Anthony 

Stephanou, Jim Whitmore 
2
 http://www.tech-faq.com/understanding-and-designing-a-public-key-infrastructure.html 
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• The Certificate Authority (CA) 

• The Certificate Repository (CR) 

• The Registration Authority (RA) 

• Digital Certificates (X.509 V3) 

An End Entity refers to a user that uses a PKI Certificate, it could also be an application 

program or an organization or some other entities.  

 “A certificate authority (CA) is the trusted entity that issues digital certificates to users, 

computers or a service. An organization can have multiple CAs, which are arranged in a 

logical manner. A CA can be a trusted third party entity such as VeriSign or Thawte, or it can 

be an internal entity of the organization. An example of an internal CA entity is Windows 

Server 2003 Certificate Services. Windows Server 2003 Certificate Services can be used to 

create certificates for users and computers in Active Directory domains.” 

The Certificate Authority (CA) is the signer of the certificates. A CA can issue several kinds 

of certificates for example User Certificate, CA certificate, cross certificate. 

The Certificate Repository stores certificates that are issued and also revoked certificates in 

a Certificate Revocation List (CRL). CR makes the availability and manageability of PKI 

system. 

Registration Authority could be an optional component in a PKI, in some situation CA 

includes the role of RA. RA is a trusted End Entity certified by the CA, and act as a 

subordinate Server of the CA.  

Digital Certificates 

PKI uses X.509 certificate format, also the X.509 format is used in main PKI-enabled 

protocols and application such as SSL, S/MIMIE, IPSec, Privacy Enhanced Mail (PEM), or 

SET.  

Smart Cards 3 

Public key cryptography and smart cards are both valuable tools when designing 

decentralized distributed security systems. For example, digital distributed System Security 

Architecture uses public key cryptography for certificates and considers smart cards as a 

future replacement of password based identification and authentication.  

Smart cards play an important role of an organization’s security.  Their usage is increasing 

day by day in PKI security today. They include embedded ICC that can store encryption 

function and methods for authentication.  Smart card PKI solution are used when user want to 

                                                                 
3 
http://www.entrust.com/smart-card-pki.htm - Smart Card PKI 
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access networks and different application running on network, they are verified by their 

identities by providing information like password/Pin or some physical characteristics like 

fingerprint or retinal scan or a smart card or token.  

Typical Components of smart card include integrated circuit (CPU), Memory (RAM, ROM, 

EPROM), Disply, timer and battery etc. Smart Cards authenticate themselves to the target 

system i.e. card reader, pc etc using Challenge Response (Fiat-Shamir Protocol) with 

symmetric or asymmetric encryption
4
.  

Implementation of a successful PKI  

The security of high level information depends on how PKI is planned and executed. So it is 

very important for the organization to understand that the PKI and its components are safe 

from attacks or any kind of risk and should always ensure that mitigation procedures are put 

in place. 

Implementing PKI is a step by step process. The following steps should be taken into 

consideration while implementing a PKI. 

First know the reasons (enquiries) why an organization is looking to implement the PKI. What 

is the policy or (intension for future) of the organization?  

Secondly which business processes will be effected by the PKI implementation.  

Spend time to develop the Certificate Policy and Certificate Practice Statement, these two 

steps should be given much more importance because implementation of PKI is much more 

policy based rather than a technology based. 

Planning phase for both technical and physical security of the PKI components should be 

taken into consideration.  

Policies for key expiration and revocation should be made and also the CRL (Certificate 

Revocation List) should be set so that the selected software can meet the requirements. 

Method and frequency of CRL updating should be determined in advance. 

Plan for PKI integration with the already existing directory structure of the organization. 

Always ease of access in obtaining the certificates should have on higher priority. 

As PKI is not always a security panacea. In addition to PKI other traditional security methods 

such as firewall, intrusion detection system and auditing should be taken. 

                                                                 
4
 Prof. Dr. U. Bühler, Hoschschule Fulda, Germany 
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End User should always be provided with the most possible convenient and cost-effective 

registration that meets the requirements of in-person registration. 

Disaster recovery policy should be made in cases such as what could be the possible handling 

if CA compromises? Or in cases where CA signing key is lost or destroyed. Storage of 

Primary and backup keys and access permission to them. 

Audit and test policies should be developed in order to make sure that PKI is secure. Security 

procedure on annual or biannual basis should be taken to ensure the restriction of illegitimate 

users of digital certificates. 

PKI interoperability5 

Interoperability - also known as multi vendor interoperability – where different technologies 

from different vendors are used by different clients including different applications. Or in a 

more specific way we can say that Interoperability helps to support transactions between 

different parties that use different technology supplied by the different vendors, and 

interoperability offers greater flexibility and freedom of choice between vendors, and lowers 

the risk of deploying a PKI-based solution. 

Purpose of this section is to discuss different interoperability issues. 

According to PKI Forum, the three main interoperability areas are as follows: 

1. Component-Level Interoperability; 

2. Application-Level Interoperability; and 

3. Inter-Domain Interoperability. 

Component level interoperability concerns with the integration between the systems directly 

supporting and/or consuming PKI related services. Here we are just considering intra-domain 

interoperability that falls under the control of a common administrative authority.  

Component level interoperability includes the following consideration: 

1. Common protocols, certificate formats, message formats must be implemented 

between applicable PKI components – applies to CACA, CA-RA, End-Entity System –

RA interaction. 

2. For user authentication and the protection of data exchange between PKI components, 

for the ease common algorithm should be implemented. 

3. Storage, retrieval of certificates, information about certificate status and between the 

repository and the PKI components must be supported. 

                                                                 
5
 http://www.oasis-pki.org/pdfs/PKIInteroperabilityFramework.pdf 
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4. Only legitimate End-Entities should be authorized to access the private keys in a 

secure manner regardless of storage method (i.e. software, smart card etc.). 

Application level interoperability refers to the compatibility between two peers, regardless 

of the supplier of the application. For example, two S/MIME based e-mail clients must be 

able to interoperate to each other even if the application software is supplied by two different 

vendors. 

Inter domain interoperability deals with the issues and options associated with achieving 

interoperability between two isolated domains or enterprises. In this case an appropriate PKI-

related information in one domain must be made available to the other and vice versa. Each 

PKI domain must agree to hold certain common policies for example usage of a certain given 

certificate.  

Interoperability Issues6
 

In the simplest PKI architecture, where a single CA provides the different PKI services, 

including generation and provision of certificates to all its end users. Managing such type of 

scenario looks easy within a controllable environment, however in B2B e-commerce, when 

multiple CA are involved in communication result in a very complex PKI architecture, 

because of the varying nature of the CAs as well as the policies of the different organization. 

Besides the security, other factors such as real time service, delivery of goods in time etc are 

also come into play. To carry out client’s requirement, it is very important for an organization 

to have efficient supply chain management.  Not only just for end customer but also a 

company must be able to communicate to other e-commerce companies involved in supply 

chain management. 

A number of different other key issues can be seen in B2B e-commerce for example:  

Different policies for issued certificates 

Different obligations on certificate subjects 

Different features in PKI applications 

Different certificate storage and retrieval standards 

Different PKI knowledge among organizational staff 

The major issue arises because of the different policies adopted by different organization. 

  

                                                                 
6
 PKI implementation issues in B2B e-commerce, Pita Jarupunphol and Chris J. Mitchell, Information Security 

Group, Royal Holloway, University of London 
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PKI interoperability Model7 

Model selection plays a very important role in the PKI interoperability. The most important 

models are 

• Hierarchical model 

• Peer to Peer model also known as Mesh Model 

• Bridge Model 

These models will be discussed as follows. 

Hierarchical Model: 

The approach of this model is very simple. It has a single root CA and is holding all 

certificates; all end-users refer to and trust it for all transaction. Hierarchical Model can also 

have Registration Authorities (RAs) which are the initial processing points of user’s 

identification and issues key pairs. RA produces flexibility for smaller groups by allowing 

them to have their own local and customized services. 

 (http://www.galexia.com) 

This model saves us from various interoperability problems by providing a single convenient 

point of access. But when number of users increases, it is having sometimes limitation for 

example 

• It is obvious when the number of users increase; it increases the workload for example 

technical and administrative point of view. 

• Different users can have different requirements that could be difficult for a single CA 

to address these all. 

• Security can also be a concern because a Single CA could be target for hackers and a 

security collapse could occur in the system. 

 

                                                                 
7
http://www.galexia.com/public/research/assets/pki_interoperability_models_2005/pki_interoperability_models_2005-4_3_.html 
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Although CA model is the basic unit of all PKIs, but as discussed above interoperability could 

be a problem. The model can have significant result if a logical variation is introduced 

resulting in a strict hierarchy model. 

Strict hierarchy model have one main CA known as trusted root CA whose job is to issue a 

certificate to its subordinate CAs. The subordinates can further issue certificates to their 

subordinates CA and so the hierarchy works. 

Each CA in the hierarchy is trusted because the higher certifying CA in the hierarchy is 

trusted.  Only the root CA must be trusted on its own. The advantage of hierarchical structure 

is a short and definite path and is easily traceable back to a trusted source. 

 

(http://www.galexia.com) 

 

This model avoids interoperability problems, providing a well defined strong structure for 

organized and centralized groups such as governments, the military, large multinational 

companies but on the other hand it could have some limitation for example security point of 

view about the root CA. Innovation and competition could be restricted by the technical 

policies imposed by CA. 

 

Cross-Certification (Mesh) Model 

In this model, CAs are dealing as peers with each other and they are free to choose whether or 

not to trust each other. In case they trust on each other, the CAs issue cross certificate to each 
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other. By this cross certification user can trace a certificate from an unknown CA back to a 

local trusted CA. 

( http://www.galexia.com) 

 

Interoperability is also challenging in mesh because it is not easy for a single pair of CAs to 

co ordinate their policies and technical systems. Complexity of the system increases with the 

increase in the mesh system. 

Because of the cross certification, mesh is not an ideal approach for multinational PKI 

because of the unfamiliarity of CAs. In case where two or more related CAs are interoperating 

with each other. For example, two government departments with their own CAs might find it 

simple to cross certify each other for a particular tax application because their policies and 

technical specifications were already closely aligned. 

 

Bridge CA Model 

This model is based on central bridging CA acting as a communication channel which cross 

certifies with each CA. 

( http://www.galexia.com) 
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This model has the characteristics of both previously discussed model i.e. root model and the 

cross certification model.  

( http://www.galexia.com) 

The bridge is an attractive model because it helps to centralize the management of 

interoperability problems in the one authority that can develop and promote the best solutions 

and allows PKIs built using different models to be joined together in a single, interoperable 

network. 

Current important PKI Designs 

A number of PKI Interoperability models are in under discussion to meet the business 

requirements in a number of international and regional platforms and the governments from 

several countries are handling it to make it more secure and to ensure how different PKI can 

work together. 

So now currently following forums are actively involved in PKI interoperability: 

• Europe 

• OASIS PKI Forum 

• The Asia PKI Forum 

• APEC  
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The European Commission is responsible for PKI interoperability issues. And is working 

under the body of ISA (Interoperability Solution for European Public Administrations)
8
. More 

information could be find on http://ec.europa.eu/isa/. 

OASIS (Organization for the Advancement of Structured Information Standards) is a not-for-

profit, global body responsible for the development, convergence, and adoption of e-business 

standards. Members themselves set the OASIS technical agenda, using a lightweight, open 

process expressly designed to promote industry consensus and unite disparate efforts. OASIS 

produces worldwide standards for security, Web services, XML conformance, business 

transactions, electronic publishing, topic maps and interoperability within and between 

marketplaces. OASIS has more than 500 corporate and individual members in 100 countries 

around the world
9
. 

Asia PKI Consortium (hereinafter APKIC) is transformed from Asia PKI Forum (APKIF), 

which was jointly established by Japan, China, Korea, Chinese Taipei and Singapore in June 

2001. 

The objectives of the Forum are to promote interoperability among PKIs in countries/areas in 

the Asia/Oceania Region (hereinafter “the Region”) and to activate e-commerce utilizing the 

PKIs in the Region. APKIF has launched many fruitful activities since its establishment. It 

has coordinated cross-border PKI policies and technology, studied the laws and regulations of 

electronic transactions, and accelerated PKI technology standardization and the 

interoperability among APKIF members. Meanwhile, the Forum has promoted the 

development of international PKI interoperability by strengthening the cooperation between 

Asian countries/areas with PKI Forum in America, EESSI in Europe and the like
10. 

  

                                                                 
8
 http://ec.europa.eu/isa/events/2012/0614_12th_european_conf_egov_en.htm 

9
 https://www.oasis-open.org/news/pr/oasis-expands-to-include-pki-forum 

10
 http://www.ebts2009.org/APKIC/intro/super_pages.php?ID=intro1 
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Conclusion 

Security of sensitive information during online e-commerce transactions is very essential and 

plays a very crucial part in electronic business weather it is B2B or B2C. Security has been 

one of the main concerns in the developed and under developed countries. In the global 

distributed environment there is much has been done to ensure transparency. Digital 

certificates provide a valuable trust between the parties by providing authentication, integrity, 

non repudiation, and confidentiality of data. PKI is implemented by many organization to 

ensure internal security. However, some of the serious problems like interoperability can limit 

the scope of PKI, if these problems could be solved then it will be a good notion for the future 

of B2B ecommerce.  
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