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2.  Brief History of Viruses 

Before moving forward on the topic, it would be a good exercise to briefly look at the 
emergence of viruses, how they have evolved over time, the different types of malicious code 
and how it has affected the flow of information on the internet. 

2.1 Virus 

By definition, a computer virus is a computer program that can replicate itself.1 The term 

“computer virus was formally defined by Fred Cohen in 1983, while he performed academic 

experiments on a Digital Equipment Corporation VAX system. Viruses are classified as being one 

of two types: research or ``in the wild.'' A research virus is one that has been written for 

research or study purposes and has received almost no distribution to the public. On the other 

hand, viruses which have been seen with any regularity are termed ``in the wild.'' The first 

computer viruses were developed in the early 1980s. The first viruses found in the wild were 

Apple II viruses, such as Elk Cloner.2 

2.2 Evolution of Viruses 

Nowadays there are viruses on almost all operating systems. Mostly the target of viruses is PCs. 
There have been many viruses over time that have created problems for PC users. The biggest 
known virus is the Storm which was identified in late 2006.3 Storm and similar viruses have 
appeared time after time and sometimes they have created very big issues not just for 
domestic PC users but for businesses as well. It needs to be noted that with the emergence of 
every new virus, they become more troublesome that before and always find new security 
vulnerabilities to attack. 

2.3 Types of Malicious Code 

Virus can also be termed simply as a piece of malicious code. There are other types of malicious 

code that have the ability to disrupt the normal use of computers. They are: 

 Worms are malicious software applications designed to spread via computer 

networks.4 

 Trojan is a network software application designed to remain hidden on an 

installed computer.5 

 Malware is software (or script or code) designed to disrupt computer operation, 

gather sensitive information, or gain unauthorized access to computer systems.6 

 Spyware is software that covertly gathers user information through the user's 

Internet connection without his or her knowledge.7 

                                                           
1 Dr. Solomon's Virus Encyclopedia, 1995, Alan Solomon, ISBN 1897661002 
2 http://csrc.nist.gov/publications/nistir/threats/subsubsection3_3_1_1.html 
3 http://computer.howstuffworks.com/worst-computer-viruses10.htm 
4 http://compnetworking.about.com/cs/worldwideweb/g/bldef_worm.htm  
5
 http://compnetworking.about.com/cs/worldwideweb/g/bldef_trojan.htm 

6 http://www.us-cert.gov/control_systems/pdf/undirected_attack0905.pdf  
7 http://www.webopedia.com/TERM/S/spyware.html  
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 Adware is the common name used to describe software that is given to the user 

with advertisements embedded in the application.8 

Previously, the only way to infect a PC with a virus or malicious code was via removable disks 

(e.g. floppy disks) but with the advent of the internet and the rapid spread in its use has opened 

up a new medium for the spread of such programs i.e. the network. 

2.4 The need for Anti-Virus software 

With viruses and similar malicious software popping up all the time, there is a need for 

software that acts as a remedy for all such pieces of code. Anti-Virus software has the ability to 

detect, treat and remove viruses and other forms of malicious code. There are many anti-virus 

software available today which maintain complete databases for all known viruses with the 

option to use some methods and tools to shield from unknown variants. Some well-known anti-

virus software are: 

 Kaspersky 

 Symantec 

 Norton 

 McAfee, etc. 

  

                                                           
8 http://www.webopedia.com/TERM/A/adware.html  
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3.       Stuxnet 
Coming to our topic, the Stuxnet virus, this is one of the most well-known viruses as of today. 

3.1 Introduction 

On September 14, 2010, Siemens released a statement saying “A sophisticated worm designed 

to steal industrial secrets and disrupt operations has infected at least 14 plants, according to 

Siemens.” This is the first time the world heard about Stuxnet! It was named Stuxnet for a string 

of letters buried in its code.9 

Called Stuxnet, the worm was discovered in July when researchers at VirusBlokAda (a security 

company in Belarus) found it on computers in Iran. It is one of the most sophisticated and 

unusual pieces of malicious software ever created -- the worm leveraged a previously unknown 

Windows vulnerability (now patched) that allowed it to spread from computer to computer, 

typically via USB sticks.10 

For a start, let’s take a look at the geographical distribution of the spread of the Stuxnet virus 

throughout the world. 

 

Figure 1 – Geographical Distribution of Stuxnet
11

 

                                                           
9 http://spectrum.ieee.org/podcast/telecom/security/how-stuxnet-is-rewriting-the-cyberterrorism-playbook 
10

http://www.computerworld.com/s/article/print/9185419/Siemens_Stuxnet_worm_hit_industrial_systems?taxonomyName=Network+Security
&taxonomyId=142 
11 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
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3.2 The Infection 

Stuxnet spread chiefly via removable drives. It was the first piece of malware to exploit the 

Microsoft Windows Shortcut 'LNK/PIF' Files Automatic File Execution Vulnerability (BID 41732) 

in order to spread. The worm drops a copy of itself as well as a link to that copy on a removable 

drive. When a removable drive is attached to a system and browsed with an application that 

can display icons, such as Windows Explorer, the link file runs the copy of the worm. Due to a 

design flaw in Windows, applications that can display icons can also inadvertently run code, and 

in Stuxnet’s case, code in the .lnk file points to a copy of the worm on the same removable 

drive.  

Furthermore, Stuxnet also exploits the Microsoft Windows Server Service RPC Handling Remote 

Code Execution Vulnerability (BID 31874), which was notably used incredibly successfully by 

W32.Downadup (a.k.a Conficker), as well as the Microsoft Windows Print Spooler Service 

Remote Code Execution Vulnerability (BID 43073). 

The worm also attempts to spread by copying itself to network shares protected by weak 

passwords.12 

 
Figure 2 – Percentage of Hits from Stuxnet by Country

13
 

                                                           
12http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
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It is important to note that this is not the first time that Idustrial systems have been attacked.14 

However, Stuxnet is the first discovered malware that spies on and subverts industrial 

systems,15 and the first to include a Programmable Logic Controller (PLC) Toolkit.16 

3.3 How it works? 

Once installed on a PC, Stuxnet uses Siemens' default passwords to seek out and try to gain 

access to systems that run the WinCC and PCS 7 programs -- so-called PLC (programmable logic 

controller) programs that are used to manage large-scale industrial systems on factory floors 

and in military installations and chemical and power plants. 

The software operates in two stages following infection, according to Symantec Security 

Response Supervisor Liam O'Murchu. First it uploads configuration information about the 

Siemens system to a command-and-control server. Then the attackers are able to pick a target 

and actually reprogram the way it works. "They decide how they want the PLCs to work for 

them, and then they send code to the infected machines that will change how the PLCs work," 

O'Murchu said.17 

 
Figure 3 – USB Execution Flow of Stuxnet

18
 

                                                                                                                                                                                           
13 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
14http://www.totallyintegratedautomation.com/2010/09/building-a-cyber-secure-plant/ 
15http://www.computerworld.com/s/article/print/9185419/Siemens_Stuxnet_worm_hit_industrial_systems?taxonomyName=Network+Security
&taxonomyId=142 
16http://www.virusbtn.com/conference/vb2010/abstracts/LastMinute7.xml 
17

http://www.computerworld.com/s/article/print/9185419/Siemens_Stuxnet_worm_hit_industrial_systems?taxonomyName=Network+Security
&taxonomyId=142 
18 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99&tabid=2 
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Once it finds its way onto a computer and exploits the .lnk vulnerability to run, it then installs a 

rootkit in order to hide itself on the system.19 

Stuxnet searches for industrial control systems, often generically (but incorrectly) known as 

SCADA systems, and if it finds these systems on the compromised computer, it attempts to 

steal code and design projects. It may also take advantage of the programming software 

interface to also upload its own code to the Programmable Logic Controllers (PLC), which are 

‘mini-computers’, in an industrial control system that is typically monitored by SCADA systems. 

Stuxnet then hides this code, so when a programmer using a compromised computer tries to 

view all of the code on a PLC, they will not see the code injected by Stuxnet.20 

 

Thus, Stuxnet isn’t just a rootkit that hides itself on Windows, but is the first publicly known 

rootkit that is able to hide injected code located on a PLC. 

 
Figure 4 – Control Flow of Stuxnet (first checks)

21
 

3.4 Subverts Siemens Step 7 Software 

Step 7 is a software developed by Siemens and is widely used in their industrial manufacturing 

systems especially the ones which have automation control as an essential. With its vast array 

                                                           
19

 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
20 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99 
21 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
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of easy-to-use functions, the STEP 7 software significantly boosts efficiency in all of your 

automation tasks. Whether for configuring hardware, establishing communications, 

programming, testing, commissioning and service, documentation and archiving, or operational 

and/or diagnostic functions, the software sets the benchmark in its field.22 

Stuxnet copies itself into Step 7 projects in such a way that it automatically executes when the 

Step 7 project is loaded.23 

 
Figure 5 – Normal Flow in Step 7 software

24
 

According to German researcher Ralph Langner, once installed on a Windows system Stuxnet 

infects project files belonging to Siemens'WinCC/PCS 7 SCADA control software (Step 7),25 and 

subverts a key communication library of WinCC called s7otbxdx.dll. Doing so intercepts 

communications between the WinCC software running under Windows and the target Siemens 

PLC devices that the software is able to configure and program when the two are connected via 

a data cable. In this way, the malware is able to install itself on PLC devices unnoticed, and 

subsequently to mask its presence from WinCC if the control software attempts to read an 

infected block of memory from the PLC system.26 

                                                           
22 http://www.automation.siemens.com/mcms/simatic-controller-software/en/step7/Pages/Default.aspx 
23 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
24

 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
25 http://www.symantec.com/connect/blogs/stuxnet-infection-step-7-projects 
26 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
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Figure 6 – Stuxnet Infected Flow in Step 7 software

27
 

The malware furthermore uses a zero-day exploit in the WinCC/SCADA database software in the 

form of a hard-coded database password.28 

3.5 Minimizing Risk of Discovery 

One way that the coders minimized the risk of discovery of Stuxnet was to put a counter in the 

infected USB that allowed it to spread to no more than three PCs. They wanted to try to limit 

the spread of this threat so that it would stay within the targeted facility.29 

Another way used to reduce risk is to use Digital Signatures/Certificates. When a drive infected 

with Stuxnet is accessed by an application that can display icons, such as Windows Explorer, 

instead of displaying the icon for the .lnk files, it runs code that executes the file 

%DriveLetter%\~WTR4132.tmp. This file’s main purpose is to execute the other file that is 

copied to the removable drive, DriveLetter%\~WTR4141.tmp, which is then loaded into 

memory. Its worth noting that this file has a valid signature issued to and signed by well-known 

companies.30 

                                                           
27 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
28

 http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2772 
29 http://www.infoworld.com/print/137598 
30 http://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99&tabid=2 
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Figure 7 – A Digital Certificate used by Stuxnet to minimize discovery risk

31
 

3.6 Ability to Update to Latest Version 

A key feature of Stuxnet is the inherent ability to check for other available versions of Stuxnet 

on the network where it resides. After checking the different versions, it has the ability to 

update itself to the latest available version of Stuxnet. 

Infected machines contact each other and check which machine has the latest version of the 

threat installed. Whichever machine has the latest version transfers it to the other machine and 

in this way the worm is able to update itself without contacting a central command and control 

server. P2P networks are often used for the very reason that they are difficult to take down as 

there is no central point of failure. The creators of Stuxnet were aware that they might lose 

control of their command and control servers so they built in a P2P update function to prepare 

for that eventuality.32 

                                                           
31 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf 
32 http://www.symantec.com/connect/blogs/stuxnet-p2p-component 
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The P2P component works by installing an RPC server and client, when the threat infects a 

computer it starts the RPC server and listens for connections. Any other infected computer on 

the network can connect to the RPC server and ask what version of the threat is installed on the 

remote machine. 

If the remote version is newer then the local machine will make a request for the new version 

and will update itself with that. If the remote version is older the local machine will prepare a 

copy of itself and send it to the remote machine so that it can update itself. In this way an 

update can be introduced to any infected machine on a network and it will eventually spread to 

all other infected machines.33 

 
Figure 8 – Stuxnet updating itself via P2P

34
 

The RPC client makes the following requests: 

1. Call RPC function 0 to get remote version number. 

2. Check if remote version number is newer than local version number. 

3. If remote version number is newer, call RPC function 4 to request latest Stuxnet exe. 

4. Receive the latest version of Stuxnet. 

5. Install it locally (via process injection)3a. 

                                                           
33 http://www.symantec.com/connect/blogs/stuxnet-p2p-component 
34 http://www.symantec.com/connect/blogs/stuxnet-p2p-component 
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3a. If the remote version number is older then 

      4a. Prepare a standalone exe of the local Stuxnet version. 

      5a. Send the exe to the remote machine by calling RPC function 1. 

All of this means that even though the command and control servers for Stuxnet have been 

taken offline sometime ago, the attacks may still be capable of updating and controlling the 

worm via this P2P communication channel.35 

 

 

  

                                                           
35 http://www.symantec.com/connect/blogs/stuxnet-p2p-component 
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4.  New Generation of Security Problems 
Stuxnet has created a Pandora box full of new possibilities to breach security! 

4.1 W32.Duqu 

On October 14, 2011, Symantec was alerted to a sample by the Laboratory of Cryptography and 

System Security (CrySyS) at Budapest University of Technology and Economics. The threat 

appeared very similar to the Stuxnet worm from June of 2010. CrySyS named the threat Duqu 

[dyü-kyü] because it creates files with the file name prefix “~DQ”. The threat was recovered by 

CrySyS from an organization based in Europe and has since been found in numerous countries. 

W32.Duqu is a threat nearly identical to Stuxnet, but with a completely different purpose.  

Duqu is essentially the precursor to a future Stuxnet-like attack. The threat was written by the 

same authors, or those that have access to the Stuxnet source code, and the recovered samples 

have been created after the last-discovered version of Stuxnet. Duqu’s purpose is to gather 

intelligence data and assets from entities such as industrial infrastructure and system 

manufacturers, amongst others not in the industrial sector, in order to more easily conduct a 

future attack against another third party. The attackers are looking for information such as 

design documents that could help them mount a future attack on various industries, including 

industrial control system facilities.36 

This is just one possiblity that has been made practical by using the concepts used in the 

Stuxnet virus and its code. 

4.2 How? 

In the case of Stuxnet, we are talking about a real cyberweapon, which is something we have 

never seen before in history. This cyberweapon we are talking about here, creates real physical 

damage. It's not just a simple DOS, it's not just a nuisance; it really destroys your equipment. In 

terms of cyberwar, well, actually, it has to be kept in mind that most evidence suggests that this 

was written specifically for spying on the Iranian nuclear facilities. If you take this together, and 

you understand what this is: real cyberwar probably for the first time in history.37 

As we look at it in terms of strategy, as a matter of fact, cyberwar attacks as we have just seen 

are actually, right now, less likely than before Stuxnet because the element of surprise is 

missing. But if we try to take a deeper look, the concern is much bigger. 

The concern is that with Stuxnet being out in the wild, and with Stuxnet being analyzed down to 

the last bit, it will get very easy to copy the core attack routines from Stuxnet. So it is possible 

                                                           
36

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_duqu_the_precursor_to_the_next_stuxnet.
pdf 
37http://spectrum.ieee.org/podcast/telecom/security/how-stuxnet-is-rewriting-the-cyberterrorism-playbook 
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that soon we will see this technology in the known malware tool kits, and that will enable every 

hacker, cracker, and organized criminal terrorist to use exactly this technology. And the targets 

in that scenario are not limited to nuclear power plants, for example, or military installations. 

They include, let's say, your wastewater plant or your large automaker. Think of all the big 

corporations that produce your food, your beverages, all the articles that you purchase on a 

day-to-day basis.38 

4.3 PLC – The Real Affectee 

This is very important to understand. The products that have been targetted here—the PLCs in 

question can be found in any industry that is doing something automated. So, from the nuclear 

power plant down to traffic lights, and even the cookie plant around the corner—in all such 

installations, you'll find the same type of equipment, and this equipment, as we have now seen, 

is vulnerable.  

So, it would be possible, perhaps, for somebody using the technology of Stuxnet to design a 

virus that would, say, get into the GM design facilities (using PLCs) and create a condition where 

if a turn was taken at a certain way at a certain speed, the brakes just didn't work at all, and 

then that might propagate into every car that GM makes for the next year, and then suddenly 

people start dying taking turns.39 

4.4 A Pandora box of possibilities 

One problem that we have in industrial cybersecurity is related to product quality, so if you 

change the process—what the IT security folks call the integrity of information—if you change 

that in an intelligent way, you can manipulate product quality, and if you do that in an 

intelligent way, you can even make sure that compromised products go out to the customer. 

They go out to the market. You might also see food that's contaminated because it was not 

properly processed, and the quality end control simply got disabled because of rogue coding of 

the controllers.  

All that is possible, but you could also do something much more simple. If you're thinking about 

a company like GM, you can do it, without any insider knowledge, make sure that all their 

production facilities come to a halt for a couple of days or even weeks. So here it may not just 

lead to bad quality but also to downtime that might force a company into bankruptcy.40 

Simply put, there is an infinite number of possiblities now available for anyone to play with! 

  

                                                           
38

http://spectrum.ieee.org/podcast/telecom/security/how-stuxnet-is-rewriting-the-cyberterrorism-playbook 
39http://spectrum.ieee.org/podcast/telecom/security/how-stuxnet-is-rewriting-the-cyberterrorism-playbook 
40http://spectrum.ieee.org/podcast/telecom/security/how-stuxnet-is-rewriting-the-cyberterrorism-playbook 
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5.  Conclusion 
Previously, the focus was always more on securing a company’s network from any kind of 

unauthorized software or data entrance whether it is malicious or not. But now there is a clear 

requirement to focus on securing every machine within the company’s network, whether a 

normal workstation or an industrial system. 

It is recommended that industrial software designers also open up to introducing more 

stringent checks while designing such software. The integrity of data should be checked at 

every stage of the process. 

With so many possibilities at the disposal of any entity with evil intentions, it has become very 

important to design new systems in a way so as to be able to detect, counter and remove such 

threats. 
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