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1. What is the Bitcoin?

The  Bitcoin  is  digital  currency  system  using   peer-to-peer 
networking, digital  signatures and cryptographic  proof technology.  The  idea 
“Bitcoin” was started from the difficulty of online transaction which needs credit 
card number, address, password, etc. Bitcoin can be transferred from person to 
person via internet without going through the bank or trust.   Instead of  the 
bank,  the  entire  network  keeps  track  of  —  and  validates  —  transactions. 
Therefore,  transaction fee is  much lower than any other  way of  payment  or 
almost  free currently  and it  can be used in  any country  all  over  the  world. 
Besides,  the  account  cannot  be  frozen,  and  no  records  are  remained  after 
transaction.

The  first  bitcoin  was  issued  on  January  3,  in 
2009  by  Japanese  whose  name  is  Satoshi 
Nakamoto.  It  has  gained  increased  exposure  in 
recent months as a few businesses and entities like 
wikileaks  announced  that  they  would  support 
transactions  in  Bitcoins.  The  famous  journal, 
‘Scientific  American’  published  Bitcoin  as  “The  10 
ideas which will  change the world 2011” in 2011. 
Now it is used by more than 100,000 people all over 
the world.

It has features like
 Every transaction is opened
 Decentralized: There’s no bank, fund, or trust between the people
 No transaction fee
 Bitcoins can be transferred between arbitary nodes on the network
 Transactions are irreversible
 Double spending is prevented by using a block chain
 Transactions are broadcasted within seconds and verified within 10 
to 60 minutes
 Transactions are received while the computer is turned off

However, a fee on the order of 1 bitcent will eventually be necessary for your 
transaction  to  be  processed  more  quickly.  Miners  compete  on  fees,  which 
ensures  that  they  will  always  stay  low in  the  long  run.  More  on transaction 
fees(Bitcoin Wiki)

2. How can I use the Bitcoin?

 1)Get a wallet

On the website  http://www.weusecoins.com/ or  http://bitcoin.org/ , one 
can download Bitcoin Client depending on your OS system. They are offering the 
Bitcoin Client for the Window, Linux, and Mac users. The Bitcoin Client software 
stores the coins on the user's hard drive in a wallet file. The software can be 
used to manage the coins and send them to other addresses. 

http://en.wikipedia.org/wiki/Peer-to-peer_networking
http://en.wikipedia.org/wiki/Peer-to-peer_networking
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http://en.wikipedia.org/wiki/Zero-knowledge_proof
http://en.wikipedia.org/wiki/Digital_signatures


When one make his own Bitcoin account, he/she gets to have his/her own 
a  Bitcoin  wallet  which  have  Bitcoin  address  and Private encryption  key.  This 
address  is  a  public  key like  the  concept  of  an  account  number  which  I  will 
explain later. By this address one can transfer your Bitcoin to another user that 
he/she wants.  This  private  key which  I  will  also  explain  later  is  to  give  the 
authority for right person to pay & receive the Bitcoin. 

Besides, a Bitcoin wallet can exist in other forms:

 A user can sign up with an exchange or website that permits the storage 
of bitcoins. The website can be used to send the bitcoins onward to another 
address.

 A user can print a "paper wallet" using one of several websites and 
programs that allow this. The wallet consists of large strings of numbers and 
exists purely on paper, but can be reconstituted back into an electronic 
wallet. Bitcoins can be "sent" to the address printed on the paper wallet, 
where they remain unmovable until the paper wallet is re-imported back into 
a computer. Paper wallets are frequently used for long-term storage and 
safekeeping.

2)Get Bitcoins

-By mining the Bitcoins
Basically, Bitcoin can be generated by “mining”. To mine the Bitcoins, a 

user should solve the encrypted questions about records of Bitcoins. To earn 50 
Bitcoins-about $350, about 258 days are need. It takes too much money and 
time for each user to mine the Bitcoins. Therefore, people make guilds and mine 
Bitcoins together. Bitcoin mining is now a business and very competitive. Mining 
makes sense either if a user does it for fun and doesn’t care if he/she makes less 
than he/she invest, or if he/she can do it very efficiently. 



 
Device used for professional mining.

-By buying the Bitcoins

 DialCoin : A user can buy small amounts of Bitcoins instantly via 
your phone or mobile phone. There are sixteen countries supported 
currently. 

 Bonus Programs offer small amounts of Bitcoins when a user makes 
other purchases, for completing surveys etc.

 A  user  can  check  if  there  are  Local  Bitcoiners  in  user’s  area 
at TradeBitcoin.com.

 Physical Bitcoins are available through Casascius and BitBills. Those 
places only accept Bitcoin, but you can get them with credit card 
and PayPal through MemoryDealers. You do pay a markup for the 
production and delivery, but it's a fairly easy way to get moderate 
amounts of coins.

 For  larger purchases there are several  currency exchanges, such 
as Mt. Gox, TradeHill, Virtex (CA) and GetBitcoin (US). 

3) Use the Bitcoins

There are lots of places where a user can use his/her Bitcoins. There are 
list of the places on the website: https://en.bitcoin.it/wiki/Trade. Otherwise, you can 
payback your Bitcoin into cash from the website, for example, https://MtGox.com/.

3. e-Technology used in Bitcoin

 1) Bitcoin Wallet : address+private encryption keys

Any user in the Bitcoin network has a digital wallet containing a number of 
cryptographic keypairs.  The  wallet's  public  keys  are  transformed  into 
Bitcoin addresses,  which  act  as  the receiving  endpoints  for  all  payments. 
Addresses in human-readable form appear as strings of  numbers and letters 
around 33 characters  in  length,  always  beginning  with  the  digit  1  or  3,  for 
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example, 175tWpb8K1S7NmH4Zx6rewF9WQrcZv245W. The wallet's private keys 
correspending public  key are used to authorize  transactions  from that  user's 
wallet.  Because there is not any information about user,  th Bitcoin system is 
anonymous.

A Bitcoin software client uses a wallet, a collection of the user's addresses 
and corresponding private encryption keys. Users can create as many Bitcoin 
addresses  as  they  wish.  When  user A wants  to  transfer  bitcoins  to 
user B, A creates  a  transaction  message  indicating  that  some of  the  balance 
associated with their Bitcoin wallet is to be sent to the address of B, and A's 
Bitcoin client signs the transaction with the address's private keys.

Because  of  the  asymmetric  cryptographic  method,  only  the  owner's 
private keys are able to create a valid signature to send coins from their Bitcoin 
wallet. The private keys cannot be determined from the signature - they are a 
secret  known  only  to  the  address  owner. The  owner's  node  broadcasts  the 
resulting message to send money, the transaction, on the peer-to-peer network. 
Other  members  of  the  peer-to-peer  network  validate  the  cryptographic 
signatures  and  the  amounts  of  the  transaction  before  accepting  the  money 
transfer.

2) Block Chain

There is a risk that a bitcoin which was once used can be used again. This 
is double-spending. To prevent double-spending, the network implements what 
Nakamoto  describes  as  a  peer-to-peer  distributed  timestamp  server,  which 
assigns  sequential  identifiers  to  each  transaction,  which  are  then  hardened 
against  modification  using  the  idea of  chained  proofs  of  work (shown in  the 
Bitcoin  client  as confirmations).  In  his  white  paper,  Nakamoto  wrote:  "we 
propose  a  solution  to  the  double-spending  problem  using  a  peer-to-peer 
distributed  timestamp  server  to  generate  computational  proof  of  the 
chronological order of transactions." 

Whenever  a  node  broadcasts  a  transaction,  the  network  immediately 
labels it asunconfirmed. The confirmation status reflects the likelihood that an 
attempt to reverse the transaction could succeed. Any transaction broadcast to 
other nodes does not becomeconfirmed until the network acknowledges it in a 
collectively  maintained  timestamped-list  of  all  known  transactions,  the block 
chain.

Every generating node  in  the  Bitcoin  network  collects  all  the 
unacknowledged  transactions  it  knows of  in  a  file  called  a block,  which  also 
contains a reference to the previous valid block known to that node. It then 
appends  a nonce value  to  this  previous  block  and  computes  the SHA-
256 cryptographic hash of the block and the appended nonce value. The node 
repeats this process until it adds a nonce that allows for the generation of a hash 
with a value lower than a specified target. Because computers cannot practically 
reverse the hash function, finding such a nonce is hard and requires on average 
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a predictable amount of repetitious trial and error. When a node finds such a 
solution, it  announces it to the rest of the network. Peers receiving the new 
solved block validate it by computing the hash and checking that it really starts 
with the given number of zero bits (i.e., that the hash is within the target). Then 
they accept it and add it to the chain.

The network confirms a transaction when it records it in a block. Further 
blocks generated further confirm it. After six confirmations, the official Bitcoin 
client considers a transaction confirmed beyond reasonable doubt. After this, it is 
overwhelmingly  likely  that  the transactions  are part  of  the  main block  chain 
rather than an orphaned one, and impossible to reverse.

Eventually, the block chain contains the cryptographic ownership history of 
all coins from their creator-address to their current owner-address. Therefore, if 
a  user  attempts  to  reuse  coins  he  already  spent,  the  network  rejects  the 
transaction.

The network must store the whole  transaction history inside the block 
chain, which grows constantly as new records are added and never removed. 
Nakamoto conceived that as the database became larger,  users would desire 
applications for Bitcoin that didn't store the entire database on their computer. 
To enable this, the system uses a Merkle tree to organize the transaction records 
in such a way that a future Bitcoin client can locally delete portions of its own 
database  it  knows it  will  never  need,  such  as  earlier  transaction  records  of 
bitcoins  that  have  changed  ownership  multiple  times,  while  keeping  the 
cryptographic integrity of the remaining database intact. Some users will only 
need the portion of the block chain that pertains to the coins they own or might 
receive  in  the  future.  At  the  present  time  however,  all  users  of  the  Bitcoin 
software receive the entire database over the peer-to-peer network after running 
the software the first time.

4. Problems of Bitcoin

1)Used in Black Market

Because of the characteristic of anonymous, Bitcoin is used in blackmarket 
actually for who want to transact forbidden drugs. Of course, this is not the 
problem of Bitcoin itself, but this can make the Bitcoin dangerous to exist as 
Bitcoin technology can be forbidden by law. For example, in 2011, there were 
some  articles  that  the  website  Silk  Road  distributed  forbidden  drugs  using 
Bitcoin.  After  this,  2  Senators  in  America  sent a mail  to  minister  of  law for 
stopping the service of Silk Road and Bitcoin. The stock price of Bitcoin was 
immediately fell down. 

http://en.wikipedia.org/wiki/Merkle_tree
http://en.wikipedia.org/wiki/Brute-force_search


 

Stock Price in 2011, Mt.Gox

2)Threat of Hacking

Mt.Gox, the biggest website which changes Bitcoin into cash, was hacked 
in 19th June, 2011. Afterwards, the stock price of Bitcoin fell down right after. 
Because Bitcoin is based on online and it’s new coming technolgy, it’s still weak 
for the threat of hacking yet. 
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