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1. Introduction to Viruses

Virus is software whose intent is malicious, or whose effect is malicious. Virus is a type of 
malware. The spectrum of malware covers a wide variety of specific threats, including 
worms, Trojan horses, and spyware.

1.1 Absolute Security - A Myth

Is absolute security  possible ? However, a binary  answer saying yes or no is definitely not 
possible. Unfortunately, there is no such thing as absolute security, where a computer is 
either secure or it's not. You may take a great deal of technical precautions to safeguard 
your computers, but your protection is unlikely to be effective against a determined 
attacker with sufficient resources1. A government-funded spy agency could likely penetrate 
your security, should they be motivated to do so. 

Although there is nothing called absolute computer security, relative computer security  can 
be considered based on six factors:
 
• How important is it to protect the information or resource ? 
• What could be the impact, if the security is breached? 
• Who is the attacker likely to be? 
• What are the skills and resources available to an attacker? 
• What do we have with us to implement security?

1.2 Cost of Viruses

Viruses definitely  has a negative financial impact, but how big an impact does it really have 
is a question. This knowledge is important, because if computer  security is to be treated 
as risk management, then you have to accurately assess how much damage it could 
cause when the security is breached.

Real costs These are costs which are clearly visible, and which are relatively easy to 
calculate. If a computer virus reduced your computer to a bubbling puddle of molten slag2, 
the cost to replace it would be straightforward to assess. Similarly, if an employee can't 
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work because their computer is having malware removed from it, then the employee's lost 
productivity  can be computed. The time that technical support staff spend tracking down 
and fixing affected computers can also be computed.
 
Hidden costs  These are costs which cannot be calculated exactly  although 
approximation is possible, and sometimes may not be even known. Few businesses, like 
computer security agencies and banks, could suffer damage to their reputation from a 
publicized virus attack incidents. Viruses could cause downtime and this invariably could 
become a reason for a customer to turn to a competitor. However, regardless of the 
business, a leak of customer data or proprietary information caused by viruses could result 
in enormous damage to a company. 

1.3 Propagation curve

Once upon a time, the speed of malware propagation was measured in terms of weeks or 
even months. This is no longer the case. A typical virus propagation curve is shown in 
Figure 1. In the beginning, its spreads slowly  to vulnerable machines, but eventually 
begins to grow exponentially and thereby spreads rapidly. Finally, once the majority of 
vulnerable machines have been infected, the virus saturates; any further growth beyond 
this point is hardly visible. For a virus to spread more quickly, the propagation curve needs 
to be moved to the left. In other words, the virus author wants the period of exponential 
growth to occur earlier, preferably before any defenses have been deployed.

 No.of infected 
 devices

        Time
     

         Figure 1. Propagation curve
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2. Malware

2.1 Characteristics

There are three important characteristics associated with the different types of malware. 

2.1.1 Self-replicating 

Malware instantly  attempts to distribute themselves by creating new instances, copies, of 
itself. Malware may also be distributed passively, by a user copying it accidentally, for 
example, but this isn't self-replication. 

2.1.2 Population growth
 
Malware shows the overall change in the number of malware instances due to Self 
Replication. However those that do not self-replicate will always have a zero population 
growth, but nevertheless malware with a zero population growth may self-replicate. 

2.1.3 Parasitic 

Most of the times, malware requires some other executable code in order to exist. 
"Executable" in this context should be taken very broadly to include anything that can be 
executed, such as binary code in applications, boot block code on a disk, and interpreted 
code. Also source code, like application scripting languages, and code that may require 
compilation before being executed.

2.2 Types of Malware

2.2.1 Trojan Horse 

Self-replicating: No 
Population growth: Zero 
Parasitic: Yes

There was no love lost between the Greeks and the Trojans. The Greeks had besieged the 
Trojans, holed up in the city of Troy, for ten years. 
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They finally took the city by  using a clever ploy: the Greeks built an enormous wooden 
horse, concealing soldiers inside, and tricked the Trojans into bringing the horse into Troy. 
When night fell, the soldiers exited the horse and much unpleasantness ensued.3

A Trojan horse is a program which purports to do some task, but secretly performs some 
additional malicious task. A classic example is a password-grabbing login program which 
prints authentic-looking "username" and "password" prompts, and waits for a user to type 
in the information. When this happens, the password grabber stashes the information 
away for its creator, then prints out an "invalid password" message before running the real 
login program. The unsuspecting user thinks they made a typing mistake and reenters the 
information.

2.2.2 Virus

Self-replicating: Yes 
Population growth: Positive 
Parasitic: Yes
 
A virus is malware that, when executed, tries to replicate itself into other executable code; 
when it succeeds, the code is said to be infected.4 The infected code, when run, can infect 
new code in turn. This self-replication into existing executable code is the key defining 
characteristic of a virus. There's no agreement on the plural form of "virus." The two 
leading contenders are "viruses" and "virii" the latter form is often used by virus writers 
themselves.5 

Traditionally, viruses can propagate within a single computer, or may travel from one 
computer to another using human-transported media, like a floppy disk, CD-ROM, DVD-
ROM, or USB flash drive. In other words, viruses don't propagate via computer networks; 
networks are the domain of worms instead. However, the label "virus" has been applied to 
malware that would traditionally  be considered a worm, and the term has been diluted in 
common usage to refer to any sort of self-replicating malware. 

Viruses can be caught in various stages of self-replication. A germ is the original form of a 
virus, prior to any replication. A virus which fails to replicate is called an intended. This may 
occur as a result of bugs in the virus, or encountering an unexpected version of an 
operating system. 
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A virus can be dormant, where it is present but not yet infecting anything - for example, a 
Windows virus can reside on a Unix-based file server and have no effect there, but can be 
exported to Windows machines.6

2.2.3 Spyware

Self-replicating: no 
Population growth: zero 
Parasitic: no
 
Spyware is software which collects information from a computer and transmits it to 
someone else.7 The exact information spyware gathers may vary, but can include anything 
which potentially has value: 

1. Usernames and passwords. These might be harvested from files on the machine, or by 
recording what the user types using a key logger. A key-logger differs from a Trojan horse 
in that a key-logger passively captures keystrokes only; no active deception is involved. 

2. Email addresses, which would have value to a spammer. 

3. Bank account and credit card numbers. 

4. Software license keys, to facilitate software pirating.

Viruses and worms may collect similar information, but are not considered spy ware, 
because spy ware doesn't self-replicate.8 Spyware may arrive on a machine in a variety of 
ways, such as bundled with other software that the user installs, or exploiting technical 
flaws in web browsers. The latter method causes the spyware to be installed simply by 
visiting a web page, and is sometimes called a drive-by download.

2.2.4 Adware

Self-replicating: no 
Population growth: zero 
Parasitic: no 

Adware has similarities to spyware in that both are gathering information about the user 
and their habits. Adware is more marketing-focused, and may pop up advertisements or 
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redirect a user's web  browser to certain web sites in the hopes of making a sale. Some 
adware will attempt to target the advertisement to fit the context of what the user is doing. 
For example, a search for "Calgary" may result in an unsolicited pop-up  advertisement for 
"books about Calgary." Adware may also gather and transmit information about users 
which can be used for marketing purposes. As with spyware, adware does not self-
replicate.

3. Virus Propagation Through Network
When the computer virus is to be propagated to a new system, the computer needs to be 
connected with the new system, that is, a route for propagation needs to be created. How 
does the computer with virus connect to a new system? There are a large number of 
online behaviors on the Internet, such as emailing, web page browsing, and file sharing. 
Any kind of connection behaviors on the Internet can theoretically  be used by the virus. On 
real-world networks, however, the creation of propagation routes that can be effectively 
used involves the following online behaviors: sending emails, vulnerability  attack, IRC, 
network file sharing, Web page browsing, and others.9

3.1  Propagation by Email

Most computer viruses are propagated by emails. The infected host usually asks the user 
to execute an unknown program on his/her system by sending an email with malicious 
codes. The virus adopts a lot of deceptions to cheat the user. For example, the virus sends 
some emails that cheat the user into clicking the attachment to them, thereby executing 
worms on the computer; or it forges the header of an email address so that the receiver 
trusts the source of the email. Those deceptions enable viruses to propagate rapidly. It 
turned out that such simple deceptions tend to be successful.

Common techniques include:

1) Send forged emails. The virus forges the email's body text, header, and From: and 
sends the virus body as an attachment to the email, cheating users less aware of 
protection into clicking it, thereby creating a propagation route to the new system.

2) Insert an email attachment. Some computer viruses insert information directly  into the 
mailbox of the email client. With that method, viruses do not need to send the email by 
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themselves. Instead, they depend on the email client for sending emails, and insert the 
virus attachment into the client's outbox.

3) SMTP proxy attack. As for the policy for such propagation by emails, the virus pretends 
itself to be the Simple Mail Transfer Protocol (SMTP) proxy  on the infected host and 
redirects all the emails on that host to it by  remapping the IP address of the SMTP server 
to the local computer. And then the virus begins to listen to Port 25 and wait for the 
connection to the SMTP email client. The virus encodes itself with Multipurpose Internet 
Mail Extensions (MIME) and inserts itself into the email as an attachment before 
forwarding the received email to the real SMTP server. In this way, the email receiver will 
receive an email that carries the virus attachment but that was really  sent by the sender 
himself/herself.

3.2  Propagation Through Active Penetration

The propagation path based on active penetration refers to the virus host's actively 
establishing connections with a new system using its unique penetration techniques. The 
process of actively establishing connections is as follows: 1. advanced exploit codes are 
used to have command-line instructions run on the remote system; 2. the control over the 
host is obtained; 3. a channel available for further propagation is established. 

The difficulty of establishing such a propagation path depends on what exploit codes are 
used. A newly discovered vulnerability exploit enables the virus to spread rapidly.

3.3  Propagation Through Instant Messaging

Instant messaging (IM) attacks derive from the use of the mIRC  send instruction, which 
enables files to be sent to users who connect to a particular discussion channel. As a 
result, the attacker modifies the script file of a local user who has joined the channel and 
the infected host will send a file to a new one when he/she joins that channel. The infected 
host has then established an IM-based propagation path with the new system.

MSN Messenger is widely  used IM software today. Viruses may send their copies to the 
other IM participants through MSN Messenger's APIs; or they may remotely execute any 
code by directly using the buffer overflow vulnerability of the IM software.

3.4  Propagation Through Point-to-Point (P2P) Network Sharing

Such a propagation approach is established based on file sharing behaviors on networks. 
With the increasing use of P2P sharing, viruses only need to simply put one of their copies 
into the P2P sharing folder on the local disk. 
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The other P2P network users may search and download all the contents in the P2P folder, 
including files with the virus. And thus a propagation path based on shared files is 
established.

The virus can create a sharing folder by itself during the infection process. P2P network 
users can easily discover the network sharing contents and run the malicious code on their 
systems. And thus the infection process is completed. Some viruses also infect files in the 
P2P folder rather than copying themselves.

3.5  Propagation Through Web Page Visits

Web page visiting is one of the most important Internet utilization's. A large number of Web 
pages exist on the Internet, and a communication connection is established between Web 
page visitors and the visited Web pages. Once the connection is used by  the attacker, the 
visitor is exposed to the attacker. For many viruses, the propagation begins with modifying 
the Web page on the infected host or actively opening a Web  service and putting the virus 
code into the Web page. The virus code is downloaded onto the visitor's host when the 
visitor is induced to visit that Web page. It then runs automatically  by using IE 
vulnerabilities, and the purpose of propagating the virus is achieved.

 4. Transmission and Execution Modes for Virus Code

After the propagation route is established, the virus will send a malicious code to the new 
system and execute the code whenever possible. That process is also called the 
propagation boost process. Most viruses simply send the virus body code as an email 
attachment and cheat the receiver into running the attachment to reproduce themselves in 
that way. Nonetheless, some viruses use different ways to propagate. For example, they 
attack other systems using code injection and shell code in combination with the exploit 
code. Those propagation boost methods achieve the network-based propagation of 
viruses and enrich the modes of propagation. Researching and summarizing those 
propagation boost modes is very helpful to achieving virus propagation. Below is the 
summary of several major propagation boost modes.

4.1  Executable Code-Based Attacks

Executable code-based attacks are to propagate viruses by  utilizing the established 
routes. The copy of the virus, or the executable code, is propagated. Take the propagation 
by emails as an example. The virus sends its copy to the collected email addresses as an 
attachment and cheats the receivers into directly  executing the executable code by 

12



exploiting the trust relationship  in social engineering, achieving the goal of propagation. 
Network file sharing may also be used to launch similar attacks. During file sharing, the 
virus disguises its copy as a sharable file and expects sharers to download and run it. That 
boost mode is technically  unsophisticated as it depends on various modes of cheating and 
disguising to lure the attackees. And the propagation of executable codes sometimes 
makes the virus easy to reveal its intent and be detected and killed.

4.2  Based on Web Site or Proxy

Computer viruses may also send some links to malicious codes, which are stored on one 
or a group of Web  or FTP sites and are boosted into new systems through system 
vulnerabilities. The link information may not contain any malicious content as it uses 
indirect infection methods. A potential problem with that boost mode is that it leads to a 
large number of visits to the host system where the virus is stored, indirectly forming DoS 
attacks. In addition, the defender may directly contact the ISP after he/she discovers the 
malicious link, thereby disconnecting from such sites to prevent further propagation of the 
computer virus.

In the actual virus propagation process, some viruses use the infected computer to open a 
simple Web  server proxy, before sending the link to the IP address of the infected host to 
the next new system. Then the attacker handles the GET request from the new system, 
turning the virus attack into a P2P one.

4.3  Based on HTML Emails

Some email clients come with vulnerabilities in terms of HTML email processing modes. 
As a result, the goal of propagation boost is achieved by exploiting the vulnerabilities to 
send HTML emails. VBS.Bubbleboy is a VBscript virus. The worm sends itself by emails to 
every email address in the Outlook address book. It executes itself by using security 
vulnerability in the ActiveX control script.

4.4  Telnet-Based Attacks

The virus may copy itself directly  to the remote system when it obtains the system 
password of the host to be attacked using dictionary attack or similar attack methods or 
when the new system has no security  measures at all. And it executes itself directly on the 
remote system using some commands for instruction execution, achieving the goal of 
boost. For example, some viruses exploit vulnerabilities in MS SQL Server by obtaining 
the administrator's privileges through the null password of the SA account on the SQL 
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Server. They then execute system commands using the xp_cmdshell function, running 
worms on the remote computer.

4.5  Code-Injection Attacks

Code-injection attacks directly  inject attack codes through the network by  exploiting 
system vulnerabilities. The attacker exploits the lack-of-input-validation vulnerability on the 
server. For example, some websites come with vulnerabilities, with which malicious Perl 
scripts can be run on phpBB forums. Smart use of those known vulnerabilities makes the 
server a victim to the malicious code that you run. The injected code sometimes creates a 
new account on the target system, and the attacker may telnet the system with that 
account.

4.6  Shell code - Based Attacks

Based on code injection, an increasing number of viruses are exploiting the shell code (an 
interpretation program for commands given by the OS) on the target host. The basic idea 
is that command-line commands are run on the remote system through the exploit code. 
Its execution steps are as follows:

Codes are injected into a remote process and a particular port is bundled to that process, 
which begins to listen in on that port; the virus begins trying to connect to the listen port; if 
the connection is successful, the injected shell code executes a command-line command 
and bundles the process initiated by that command to the port being used by the attacker. 
The virus is then already able to send instructions to the remote shell and pass and 
execute malicious codes.

Current shell code - based attacks have evolved to reverse-connection shell code and the 
one that reuses existing connections. For reverse-connection shell code, TCP connections 
are initiated from the attacked computer to the one where the attacker is. The advantage 
of that method is that it allows machines behind the firewall to connect to the attacker's 
system.
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5. What should we do? 

In reality, there is no magic single solution to malware. (And, if there was, be assured that 
a bread-crumb trail of patents would cover every part of it.) Current and foreseeable 
defenses are but a house of cards. They are based on assumptions about "typical" 
malware behavior, and assumptions about malware writers which dramatically 
underestimate them. One violation of the assumptions and the house of cards comes 
tumbling down, defenders left scrambling to prop  it up again. What is clear is that no 
human intervention is possible in some attacks due to their speed. More automatic 
countermeasures are needed, not necessarily to stop  malware completely - there is no 
such thing as absolute security, after all - but slowing malware down to a manageable rate 
would be valuable in itself.10

 
As for malware detection, it is an undecidable problem. No perfect solution is possible, and 
the only  way to tackle such a problem is with heuristics. Heuristics, rules of thumb, are 
fallible. In other words, a technical arms race rages on between attackers and defenders. 
Whether or not the race is winnable is immaterial now; the finish line is still far off. Many 
excellent defensive steps that can be taken are not very technical at all, though: 

5.1 Education

A broad view of education must be taken. Users must be educated to harden them to 
social engineering attacks, but education can't stop  there. The next generation of 
computer scientists and computer programmers must be educated in depth about 
malware. Treating malware as a taboo subject is only security through obscurity.
 
5.2 Vendor pressure 

It must be made clear to software vendors that security  is a priority for their customers, a 
higher priority than more frilly  features. Customers can also demand to know why software 
is riddled with technical weaknesses, which should make customers and vendors both ask 
some pointed questions of educators and software researchers. 
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5.3 Minimalism 

Users must responsibly use features that are present, which in part comes through 
education. Enabled features like network servers provide more potential attack vectors 
than having all such features turned off. At the extreme end of the minimalism scale, it can 
be argued that computers are too general-purpose. Malware affects computers because 
they are just another form of software for a computer to gleefully run. Special-purpose 
devices doing one thing, and only one thing, are one way to help  avoid exploitable 
problems. Until less-vulnerable software can be produced, software updating will still be a 
necessity. Mechanisms and policies that facilitate updating are a good thing.

5.4 Layers of defense

If each defensive technique is only a partial solution, then deploy a variety of defenses. 
Defenses should ideally be chosen that are based on different underlying assumptions, so 
that the patchwork defensive quilt will hopefully still work even if some assumptions turn 
out to be false. 

5.5 Avoiding monocultures

In biology, having all members of a species the same is a potentially fatal problem: one 
disease can wipe the species out. Yet that is exactly the fatal problem the majority of 
computers exhibit. This isn't necessarily  to say that everyone should change operating 
systems and applications, although that is one coarse-grained way to avoid a monoculture. 
Monocultures can be avoided in part just by  automatically injecting randomness into the 
data locations and code of programs. Diversity can be achieved by separating functionality 
physically, too. For example, moving firewall functionality to a different physical device 
makes the overall defenses that much harder to completely overcome. 
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6. Conclusion

Will viruses ever go away ? Even if all technical vulnerabilities are fixed, there will still be 
human vulnerabilities. But the point is academic, because human nature virtually 
guarantees the large-scale availability  of technical vulnerabilities for the foreseeable future. 
Suffice it to say that the computer security industry will continue to flourish, and security 
researchers will be employed for some time to come.

Virus propagation is, of course, a technique that is always evolving and developing. 
Responsible for virus protection, network security personnelʼs also needs to develop over 
time so as to improve their expertise against viruses as soon as possible.

17



7. References

[1] L. M. Adleman. An abstract theory of computer viruses. In Advances in Cryptology -
CRYPTO '88 (LNCS 403), pages 354-374, 1990.

[2] A. V. Aho and M. J. Corasick. Efficient string matching: An aid to bibliographic search. 
Communications of the ACM, 18(6):333-340, 1975.

[3] H. Etoh. Stack protection schemes: (propolice, StackGuard, XP SP2). PacSec/core04 
Conference, 2004. 

[4] B. Acohido and J. Swartz. Going price for network of zombie PCs: $2,000-$3,000. USA 
Today, 8 September 2004. 

[5] P. Ferrie and F. Perriot. Detecting complex viruses. SecurityFocus, 6 December 2004.

[6] P.-M. Agapow. Computational brittleness and evolution in machine language. 
Complexity International, 3, 1996.

[7] B. Flint and M. Hughes. Fast virus scanning using session stamping. United States 
Patent #6,735,700, 11 May 2004.

[8] E. Florio. Backdoor.Ryknos. Symantec Security Response, 22 November 2005.

[9] http://www.huaweisymantec.com/en//About_Us/Company_Publication/HS_Tech/
2008/03/Home/Catalog/200902/614655_2569_0.htm

[10] John Aycock. Computer Viruses and Malware, ISBN-13: 978-0-387-30236-2
Printed in United States, 2006

18

http://www.huaweisymantec.com/en//About_Us/Company_Publication/HS_Tech/2008/03/Home/Catalog/200902/614655_2569_0.htm
http://www.huaweisymantec.com/en//About_Us/Company_Publication/HS_Tech/2008/03/Home/Catalog/200902/614655_2569_0.htm
http://www.huaweisymantec.com/en//About_Us/Company_Publication/HS_Tech/2008/03/Home/Catalog/200902/614655_2569_0.htm
http://www.huaweisymantec.com/en//About_Us/Company_Publication/HS_Tech/2008/03/Home/Catalog/200902/614655_2569_0.htm

