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Introduction 

The basis of every access control system – nevertheless being logical or physical 

– is the reliable identification of people. For this there are three major solutions 

available: knowledge (password) based, possession (key) based and biometric 

identification methods. However, passwords or keys are only implicitly linked to 

people, thus they inherit an ineludible weakness: password can be intercepted or cheated 

out; keys can be stolen and used by others.  

As opposed to the knowledge or possession based methods, biometric identification 

systems offer higher security and in some cases also more comfortable solutions, as 

they directly check the identifiable person, his or her biometric features. Different 

features of human body can be used, like fingerprint, face, eyes (retina or iris), ear or 

voice. Using biometric identification along with knowledge and possession based 

methods (e.g. fingerprint + PIN code) can significantly strengthen the security of the 

separate methods. 

Basic methods of personal identification 

The methods of personal identification can be divided into two parts: active and 

passive methods. We are talking about active method if we need the cooperation of the 

person we want identify. 

According to the information used for the identification of a person there are 3 basic 

methods used.  

The knowledge based method: the person has an information, which can be check 

during the identification. This information can be, for example a password (or a PIN 

code). 

The possess based method: when the person has a certain object, which he or she can 

identify their self with, for example a key, a chip card or smartcard. 

The third option if to use a biometrical method. When we use a physical or biological 

parameter of the person for identification 

Because all three methods has got disadvantages, which we can not ignore. Using one 

type of method on it is own is not sufficient. There for the experts say that at least two 

type of methods should be used independently for identification. Independency is a very 

important criteria, because the lack of it may end up in an even weaker system. This 
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happens when, for example the identification is based on a magnet card (possess) and a 

PIN code (knowledge), and the PIN is store on the card. In this case if the card is stolen, 

the PIN is no longer secret. We can see that this system is not safer if they would only 

use a card. And they might gain access for a code which the card holder uses in other 

systems. 

Password or knowledge based identification 

The easiest way to identify a person, if we check an information which only he 

can have (typically a password or PIN code). In most cases keeping this information a 

secret is hopeless. Sooner or later another is person will know this information as well, 

and this will cause unauthorized access. That’s why the knowledge base identification is 

a weak protection on its own, though it is common used, because it is easy and cheap to 

install.  

Possession based identification 

Another well known way of identifying a person is the possess based methods. 

In this case the identification is based on a unique object, which we can identify a 

person with, and that object must be in possess of the authorized owner. This can be a 

key, a bar code, a chip card or a smartcard. The usage of this system is also very easy. 

And speaking about the costs, there are several very cheap solutions, and expansive as 

well. The notorious disadvantage of this method is, if they an unauthorized person gets 

the key, it can end up in a security breach. But not like in a knowledge based system, 

you can notice that your key has been stolen (if we are speaking about a key which can’t 

be copied). This gives you another security option, because you can ban the stolen key. 

That’s why the most important requirement from the key that it must be un-copy-able. 

Biometrical identification 

The third and most reliable method for identify a person is the biometrical 

identification. It means that a physical or biological attribute of the human body is used 

for identification, which is easy to process for the machines, like the finger print, voice, 

or the typical lines of the face. In contrast to the previous two methods, here we 

effectively identify the person itself, not an indirect parameter like a key or a password, 

so it can’t be stolen. With using the proper technology we can make sure that the we 

identify a real person, decreasing the possibility of delusion. There is possibility for 

silent alarming, for example if we are forced to use our finger print, and we use another 

finger, the door will still open, but staring the silent alarm as well. 
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Of course this method has got disadvantages also. The simplified solutions can 

be tricked rather easily, and the more reliable product are very expensive. Because these 

solutions require special hardware, and the price of this hardware is increasing 

depending on its reliability. And there might hygiene problems if the checking needs 

physical contact, and some methods can’t be used with disabled persons. The biological 

parameters are changing with the time passing by, and injuries and illness can affect the  

success of identification very much. In some cases we have to face data defense 

problems, because the method of biometrical identification can be used as a secret 

observation.  

In the mean time the result of each checks will never be the 100% same as the 

previous one, so the false acceptance rate of a system is a very important question, in 

order to correctly identify the person under different circumstances, while keeping the 

false acceptation/rejection low. The hardware itself can be attacked, unfortunately the 

computer in most cases not able the check the reliability of the sensor (but this is true 

for all three methods). Despite all these disadvantages widely accepted solutions are 

existing, and it is the most reliable solution for identifying a person. 

Measuring the error rate of the identification 

Testing 

There are three different type of test, using biometrical identification. 

- Technological test: we can compare the different algorithms. We create a 

standard database, all algorithms are using the same database. It is important not 

to use the database when developing an algorithm. The database should not be 

too big or small ,or to difficult for the algorithms. This method of testing gives 

you an always repeatable result, because the database is not changing. 

- Script test: here we test the whole system in a simulated realistic situation. If we 

want to test several different systems, we have to make sure, that they are tested 

under the same circumstances, including the parameter of the users. It is 

practical to plan carefully witch data we want to measure, if we want repeat the 

test we have to use big database, so we can save all important data and 

procedure. 

- Operation test: testing the system in real situation with the procurer users. In 

this case it is very difficult the repeat the test.  
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During the test the most important task is to define the error rate, which can be false 

rejection or false acceptation. Here it is time to define few definitions. 

Definitions 

- False Acceptance Rate – FAR: it gives you the ratio when the system accepts 

falsely a person’s statement. In many cases this can be changed with changing a 

sensibility parameter. 

- False Rejection Rate – FRR: gives the ratio when the system rejects falsely a 

person’s statement (when the door-keeper does not what to let in the manager of 

the company). 

- Equal Erro Rate – EER: the point where the function curve of FAR and FRR 

meats, it is optimal solution. 

- False Match Rate - FMR: gives the rate when the system consider two samples 

the same, from two genetically different person. It is important to say 

“genetically”, because twins might have some genetically same biological 

parameter. 

- False Non Match Rate – FNMR: gives the rate, when the system declare two 

samples as different persons, from the same person. 

- Failure to enroll rate: it tells the number, how many of the population will not 

be able to produce a repeatable sample. This value contains, those who can’t 

provide the expected level of biological parameter (for example the skin is 

damaged on the finger, or worse, they lost their arms). 

- Failure to acquire rate: value of those samples, which probably will not reach 

the required quality, and will not be able to use for identification. 

The usage of the system can be well analyzed, according to the relation of FAR and 

FRR. There are two types of function used for displaying this relation. 

- Receiver Operating Characteristic – ROC: the curve of the function (picture 

1.) shows the correctly accepted positive statements in the ratio of the falsely 

accepted statements. This means a system to another, if the value of correct 

acceptation is higher and the value of false acceptation is lower. 
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Picture 1.  

- Detection Error Trade – DET: this function is a modified ROC (picture 2.), 

which shows the False Non Match Rate in ratio of False Match Rate. 

 

Picture 2.  

The field of application of biometrical identification 

The application of biometry can be categorized in three groups, according to 

professional and business aspects, depending on what security level / cost ratio is 

required, on if it needs cooperation or not, and depends on if we have to identify only 

one person or a mass. 
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High and or low end applications 

High-end applications are, where extremely high level of security is required, 

and the weakness of knowledge or possess based systems are not acceptable. Only that 

solution can be applied where, we can make when reading a biometrical parameter that 

it is from a real person. Though these kind of product are rather expensive. In this field 

of application the security is the most important question the price is a secondary 

question. 

On the other hand the aim of the low-end applications are to keep the price as low as 

possible, and to provide an approximate average level off security, a system which 

guaranties that the attacker has to work more, then the profit in fact. In these cases the 

biometry is only a additional solution, it can be a part of a multi level identification 

(password + smart card). The aim of this application is to create as simple, easy and as 

cheap solution as possible. 

Active or passive identification 

As it is mentioned before, unlike the active, the passive identification does not 

require the persons (who we want identify) cooperation. In general though the usage of 

active techniques is limited, they are way cheaper and more effective, since the person 

we want identify does an operation, which can be defined easily, and representative for 

the person (palm or finger print, key or card), and can be repeated. While using a 

passive technique the system itself has to collect the typical parameters of the user in 

real time, which is usually very complicated and less reliable. 

Multitudinous or individual identification 

The third field of application is the reliable and effective handling of a 

multitudinous, making possible that stricter and more expensive procedures are required 

in less cases. Because of terrorist attacks in the past few years, these methods are more 

often used, for example recording the finger print when entering the USA. One of the 

most important parameter of multitudinous identification is that can only be passive 

identification, otherwise it would cause overhead. 

The basics of picture based identification 

When planning and developing a system to avoid misunderstanding, it is very 

important to define some basic expressions. First I would like to introduce the basics 

method of the picture based identification. Though there are several different 
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biometrical methods, there are some common parameters: in all system you can separate 

the data collection, the reading of characteristic, and comparison of those with some 

kind of reference value and finally the making of decision. The data collecting sub-

system is capable of reading the typical biometrical parameters. In case of distant 

identification this means the optical data collection and process, since in this case the 

biometrical parameter is the face, the ear, or the digital representation of the whole 

body. Since the reading of characteristic is based on the processing of independent 

sequence of pixels, this sub system’s basic job is to produce a bitmap of the real world 

and store it in the memory. In distant identification the goal is to find and chase 

different object, in order to read the characteristic from its shape or position. 

The comparison means to calculate a similarity value, which expresses the two samples 

similarity. This value represents the distance in field of two samples. The decision 

making, which is in fact the goal of the whole biometrical system, is to declare if the 

person we want identify matches to a person with an existing person in the database. 

This authorization is a comparison with a given sample, in case of identification the 

system has to rapidly search the database, and tell if the sample can be found in it, or 

not. We measure values, with these values we can define the distance, and relying on 

these value we making a decision relative for the whole system. 

Collecting the data 

In this case collecting the data means an optic based picture recording. The 

picture recording is done by cameras, and as result of that we save a sequence of still or 

motion picture, in raw or in pre-processed form. 

Feature extraction 

Feature extraction is the essence of all picture-process based biometrical method. 

This is a transformation with we can define the feature parameters in N dimensional 

vector field, which means the coordinate of the sample in the feature space. Though the 

raw picture is two dimensional, all the pixels on it are multidimensional, in the aspect of 

picture processing, which we call image space. The goal is to reduce this number of 

dimensions, and to find the key features. Picture 3 shows a simple weight and height 

recording feature vector. 
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Picture 3. 

The effectiveness of the biometrical method depends primary on, which features we 

want to measure, and with what precision we do the measure, and of course the feature 

is how typical for the individual. It is not good to choose a feature which cannot make 

measurable difference between to individual. It is not a good idea also to choose a 

feature which cannot measured easily or not precise. The next picture (nr. 4) show 

typically “good” or “bad” features (the circles and crosses represents the features of two 

different individual, in different measures): 

 

 “good” feature (strong biometrical feature)  “bad” feature (weak feature) 

Picture 4.  

In case of a multimodal system the feature parameters can be integrated into one feature 

vector. But this integration in practice can be very rarely used this simple, since 

multimodality means the integration of existing products, and it is hard to read the 

feature vector from those, and if the system would be capable of this, in most cases the 

different feature spaces are not compatible with each other, and the result would be hard 

to handle due to the high number of dimensions. For these reasons in multimodal 

systems the integration usually means the comparison of differences. 
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Comparison of differences 

The job of the procedure of comparison is to calculate a similarity index, which 

will be the base of the decision making. After organizing the features into feature 

vectors, which is the part of the feature space, it is practical to measure the distances in 

this field. 

The distance is a function, which formally can be defined with the following: 

d :V ×V → R, where V is the vector field, R are real numbers, and for all x, y, z ∈V are 

true the following: 

1. d(x, y) ≥ 0 

2. d(x, x) = 0 

3. d(x, y) = 0 _ x = y 

4. d(x, y) = d( y, x) 

5. d(x, z) ≤ d(x, y) + d( y, z) 

The most commonly used method for measuring distance is Euklidesian distance, which 

defines the distance in a three dimensional field with the 

 function, where  

is vector of Euklidesian field. 

With biometrical methods the distance usually can be described with more difficult 

functions, not only because of the higher number of dimensions, but usually even in 

case of unimodal biometrical methods the individual feature parameters has got 

different range of reading. With multimodal system the difficulty is, the individual 

behavior of the features can be totally different, since we produce the feature vector 

using several different biometrical parameters. Despite all these, this is the level where 

the integration can be made in the easiest way. There are two different ways of 

comparison. The firs procedure is, when we compare the individual feature vectors, 

with the help of the distances typical for each parameter, and from these distances with 

a special function, we calculate a resultant distance. Another method is when we define 

special distance unit typical for the multimodal procedure, and the parameters are the 

independent method’s feature vectors. Using the second method in practices usually 

gives you a more precise result. The disadvantage of the method is, we need to know all 

off the separate method’s feature vectors. 
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Biometrical decision 

In case of biometrical methods the decision is typically a binary function, which 

tells you, if the two samples match, or not. From the previous chapter it is obvious that 

the input parameter is the distance, calculated from the feature vectors. We can make 

more rational decision if we calculate with the doubt factors (with each feature 

parameter). This parameter is makes things more difficult, but causes in a more precise 

result. For example a person with a height of 160 cm, has got a body weight of 120 kg 

with small odds, this way knowing the distribution and false measures of the parameter, 

we can range the real error rate, and can make a more reliable decision. 

It is important to see, that it increases the strength of a multimodal system, if the 

different biometrical parameters can have different weight with every individual. For 

example somebody uses strong hair paint, we can use his or her hair color for 

identification with caution. In this case the color of hair should play fewer roles in the 

identification, leading to a smaller FRR value. Parameters like these the system should 

learn in its own, and this can only be made by inspecting all of the parameters in aspect 

of the decision.  

In general they think that using more independent feature in case of a 

multimodal system will provide more precise result, since we got more information 

about the person we want identify. On the other hand it is possible, that the average 

from a result of a stronger and weaker parameter, and causes a less effective method. 
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Sources 

Most of what is written here is based on my studies from Budapest Tech. John von 

Neumann faculty of informatics, from a course called embedded intelligent systems. 

Other sources: 

http://mobil.nik.bmf.hu/  

http://www.inf.u-szeged.hu/~kato/teaching/segmentation/ 

http://en.wikipedia.org/wiki/Biometrics  

http://www.technovelgy.com/ct/Technology-Article.asp?ArtNum=12  

http://mobil.nik.bmf.hu/
http://www.inf.u-szeged.hu/~kato/teaching/segmentation/
http://en.wikipedia.org/wiki/Biometrics
http://www.technovelgy.com/ct/Technology-Article.asp?ArtNum=12
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